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^ Address recognition engine. 

(I?) The present invention is directed to an ad- 
dress recognition apparatus including an ad- 
dress recognition engine coupled to a look-up 
database. The look-up database is arranged to 
store network information relating to network 
addresses. The look-up database includes a 
primary database and a secondary database. 
The address recognition engine accepts as an 
input a network address for which network 
information is required. The address recogni- 
tion engine uses the network address as an 
index to the primary database. The primary 
database comprises a multiway tree node struc- 
ture (TRIE) arranged for traversal of the nodes 
as a function of preselected segments of the 
network address and in a fixed sequence of the 
segments to locate a pointer to an entry in the 
secondary database. The entry in the secondary 
database pointed to by the primary database 
pointer contains the network infonmation con-e- 
sponding to the network address. The address 
recognition engine includes a table for storing a 
plurality of database specifiers. Each of the 
database specifiers contains control infor- 
mation for the traversal of the primary r^nd 
secondary databases. In addition, each of 
nodes in the primary database and each <J :-e 
entries in the secondary database is pro , : 
with control data structures that are progr -i r 
able to control the traversal of the databasr- 
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Field of th inv ntion 

The present invention is directed to computer net- 
works and. more particularly, to an address recogni- 
tion apparatus utilized for the storage and took-up of 
network address information. 

Background of the Invention 

The capability of computers to communicate with 
one another has become a basic attribute of modern 
information processing. There is an ongoing prolifer- 
ation of user applications that depend upon the ability 
of a computer running one of the user applications to 
send and receive data to and from other computers. 
The communication capability is necessary for the 
user application to be able to complete the task for 
which the application was developed or to communi- 
cate information to other users within a group or or- 
ganization. A particular application may be designed, 
for example, to call subroutines running on another 
computer for certain data processing functions or to 
access a remote database to obtain input data or to 
store results. 

An important objective in providing a communica- 
tion capability among computers is to make all of the 
database and processing resources of the group or 
organization available to each user in the group or or- 
ganization. In response to the growing need for so- 
phisticated communication capabilities among com- 
puters, network, routing and bridging protocols such 
as IR DECnet. OSI, etc. have been developed to con- 
trol data transmissions between computers linked to 
one another in a network. The various protocols are 
implemented in transmission services used to couple 
computers to one another. 

Each protocol is typically defined in terms of a 
number of layers, with each layer relating to a certain 
aspect of the functionality required for data transmis- 
sions throughout a network. For example, the first 
three layers are defined as a physical layer, a data 
link layer and a network layer. The physical layer is di- 
rected to the physical and electrical specifications of 
a physical link, for example, a bus, that couples the 
computers of a network to one another. The physical 
layer controls bit transmissions through the link so 
that a series of bits of a data packet can be commu- 
nicated from one computer on the network to another 
computer on the network. The physical layer will set 
the voltage levels for logical ones and zeros, the tim- 
ing of stable bit information on the bus and sc on. as 
necessary to transmit the bits of a data packet over a 
bus. 

The data link layer is directed to the packaging or 
framing of bits received in a data transmission into a 
defined packet that is free of transmission errors. The 
data link layer creates and recognizes boundaries be- 
tween bits to define bit fields. The bits between bou;- 



daries provide structure and meaning to the bits of a 
data packet. For example the data packet can include 
a header, comprising the first n bits of a transmission, 
for computer source and destination address informa- 

5 tion. the length of the data packet in bytes, the net- 
work protocol being used and so on. The header can 
be followed by framed bytes of data comprising the 
actual message being communicated between two or 
more computers on the network. 

10 The network layer is directed to the control of 

routingjnformation required to direct a rnessage from 
a source computer to a destination computer of the 
network. Each protocol will define the length and 
content for a network address to uniquely identify 

75 each source or destination of data packets and the 
processing scheme for routing a data packet through 
a network. The network address information is in one 
of the bit fields of a data packet, as framed by the data 
link layer processing scheme defined by the protocol. 

20 Networks are generally arranged into local area 

networks (LANs) and wide area networks (WANs). A 
LAN couples computers that are physically located 
relatively close to one another, as for example in the 
same building. A WAN couples computers that may 

25 be located in different cities or indeed on different 
continents. A WAN usually includes components such 
as routers. Each router is adapted to receive a data 
packet from a source computer on one LAN and to for- 
ward the data packet to a destination computer on an- 

30 other L_AN. 

The router processes a network address of a data 
packet according to a protocol implemented in the 
transmission service used on the network to deter- 
mine how the data packet is to be routed, e.g., to an- 

35 other router directly coupled to the receiving LAN or 
to an intermediate router, etc. Each router stores in- 
formation on the topology of the network for use in 
routing each data packet. 

A bridge is another component that may be util- 

40 ized to transfer data packets from computers of one 
LAN to computers of another LAN. A bridge intercou- 
ples different LANs and monitors communications 
within and between the LANs to "learn" source and 
destination address information. The bridge continu- 

■^5 ousiy learns and "ages" address information to ac- 
commodate the transfer of a data packet between the 
LANs. 

Typically, each of the bridge and router compo- 
nents have access to a look-up database that con- 

50 tains bridging or routing information, respectively, re- 
lating to the network addresses of the sources and 
destinations of data in the particular network being 
serviced by the respective router or bridge. An ad- 
dress recognition engine can be implemented as a re- 

55 source for a router or bridge for access to the look-up 
database. 

The router^or bridge operates' to extract the net- 
work address from the header of a data transmission 
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received at the router or bridge and inputs the ad- 
dress to the address recognition engine. The address 
recognition engine utilizes the input network address 
as an index for traversal of the look-up database to lo- 
cate an entry corresponding to the network address. 
The entry contains protocol information required by 
the router or bridge for directing the data transmission 
to the designated destination. 

As should be understood, the nature and content 
of the information that would be stored in a database 
entry depends upon whether a router or bridge were 
implemented in the network due to the differing op- 
erating characteristics of routing and bridging opera- 
tions. Moreover, the size and format of the network 
address and the nature and content of the network in- 
formation related to the network address in a partic- 
ular network are defined by the network protocol im- 
plemented in the network. Accordingly, the structure 
of a look-up database must be designed to accommo- 
date either bridging or routing as well as the address 
length and information content requirements of the 
protocol being utilized in the network were the bridge 
or router is operating. Thus, a took-up database de- 
signed to support a router in a network implementing, 
e.g.. a DECnet protocol would not be suitable for use 
by a bridge, and so on. 

Summary of the Invention 

The invention in its broad form resides in an ad- 
dress recognition apparatus as recited in claim 1. De- 
scribed specifically herein is an address recognition 
apparatus that is flexible in design and usable in rout- 
ing and bridging operations in the context of various 
different network protocols. In this manner, a single 
address recognition apparatus according to the pres- 
ent invention can service a router, a bridge or both si- 
multaneously, and, at the same time support look-up 
operations for several different protocols. The ad- 
dress recognition apparatus is also structured to ac- 
commodate a large amount of network information 
data in an economical and efficient look-up scheme 
so that the address recognition apparatus can ser- 
vice a plurality of routing and bridging components as 
a shared resource. The invention also comprises an 
address recognition apparatus as defined in claim 7. 
Further the invention provides an address recogni- 
tion apparatus as defined in claim 8. The invention 
also provides an address recognition apparatus as 
defined in claim 9. 

Generally, the address recognition apparatus of 
the present invention comprises an address recogni- 
tion engine coupled to a look-up database. The look- 
up database comprises a primary database and a 
secondary database. The address recognition engine 
accepts as an input the network address extracted 
from a data transmission. The address recognition en- 
gine uses the network address as an index to the pri- 



mary database. The primary database comprises a 
multiway tree node structure (TRIE) arranged for tra- 
versal of the nodes as a function of preselected seg- 
ments of the network address and in a fixed se- 

5 quence of the segments to locate a pointer to an entry 
in the secondary database. 

The TRIE structure has a predictable search 
time, does not require wide memory for comparisons 
of digit values to select a node pointer and can be im- 

10 plemented in an economical amount of memory 
space particularly in a sparsely populated address 
space, as is often the case in networks. Thus, the 
TRIE structure for the primary database provides fast 
access to a large amount of data as would be the case 

75 when the address recognition engine is to be used as 
a shared resource. 

Each segment of the network address used as an 
index by the address recognition engines locates a 
node containing pointers to subsequent nodes, each 

20 pointer of a particular node being defined by one of 
the possible values of a subsequent segment of the 
address. The traversal of nodes starts at a root node 
and continues through a sequence of transition nodes 
according to the sequence of segments of the net- 

25 work address until a terminal or end node is reached. 
Each terminal node stores the pointer to the second- 
ary database entry corresponding to the network ad- 
dress used to reach the terminal node. The entry in 
the secondary database pointed to by the primary da- 

30 tabase pointer contains information necessary for the 
router or bridge, as the case may be, to direct the data 
transmission towards its intended destination. 

According to a feature of the present invention, 
the address recognition engine includes a table for 

35 storing a plurality of database specifiers. Each of the 
database specifiers contains control information for 
the traversal of the primary and secondary databas- 
es. The address recognition engine receives as an in- 
put, together with a network address, an index to 

40 identify one of the database specifiers stored in the 
table. The address recognition engine traverses the 
primary and secondary databases according to the 
control information contained in the database speci- 
fier indexed by the index accompanying the network 

45 address. 

For example, different protocols define different 
address sizes, formats and other information items 
that may be stored in the entries of the secondary da- 
tabase. To accommodate different sizes of network 

50 addresses according to the formats of different pro- 
tocols, the TRIE of the primary database is arranged 
to have multiple root nodes to provide several traver- 
sal paths, each able to accommodate a different size 
and address format from among the possible network 

55 addresses that can be input to the address recogni- 
tion engine. Each database specifier includes infor- 
mation on the root node to be used for a particular 
network address. 
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Moreover, the database specifiers provide a 
mechanism for controlting what information from an 
entry in the secondary database is returned to a rout- 
er or bridge in connection with a particular network 
address. Each entry can be arranged to store a wide 
range of information. The control information of the 
database specifiers are programmable to indicate 
what specific information should be returned during a 
specific look-up operation under the control of a par- 
ticular database specifier. In this manner, sufficient 
information for any number of aspects of a particular 
protocol can be stored in the secondary database en- 
tries with only that information appropriate for a par- 
ticular address look-up operation being read from the 
entry, as specified in the respective database speci- 
fier. 

The database specifiers also provide specific 
control information for implementing various address 
matching techniques required by specific protocols 
and learning and ageing functions required for bridg- 
ing operations so that a particular look-up operation 
can be controlled for either bridging or routing opera- 
tion and simultaneously support address matching 
functions that may be required in a particular protocol . 

In accordance with another feature of the ad- 
dress recognition apparatus of the present invention, 
each of the nodes in the primary database and each 
of the entries in the secondary database are provided 
with control data structures that are programmable to 
control t he traversal of t he database. The control data 
structures at the nodes and entries augment the con- 
trol information contained in the database specifiers 
to further increase the flexibility of the database de- 
sign for efficient look-up operations in an environment 
that handles bridging and/or routing operations in re- 
spect of various different protocols. 

Thus, the address recognition apparatus of the 
present invention is sufficiently flexible to operate as 
a centralized, shared resource for several line cards, 
each operating as either a router or bridge and each 
handling multiple network protocols. 

Brief Description of the Drawings 

A more detailed understanding of the invention 
may be had from the following description of a prefer- 
red embodiment, given by way of example only and to 
be read in conjunction with the accompanying draw- 
ing wherein: 

Fig. 1 is a block diagram of a high level represen- 
tation of the architecture for an address recognition 
engine coupled to a line card operating as either a 
router or bridge within a computer network. 

Fig. 2 is a memory map of the memory of the ad- 
dress recognition engine of Fig. 1. 

Fig. 3 illustrates an example of a network address 
and database specifier input to the address recogni- 
tion engine of Fig. 1 . 



Fig. 4 is a schematic representation of the pri- 
mary database of Fig. 2. 

Fig. 5 illustrates an exemplary structure for a pre- 
fix string for a node of the primary database of Fig. 4. 
5 Fig. 6 is a block diagram for a node pointer of one 

of the nodes of the primary database of Fig. 4. 

Fig. 7 illustrates an exemplary format for an entry 
in the secondary database of Fig. 2. 

Fig. 8 illustrates an exemplary format for a look- 
10 up database specifier of the address recognition en- 
gine of Fig. 1. 

Detailed Description 

15 Referring now to the drawings, and initially to Fig. 

1, there is illustrated an address recognition appara- 
tus according to the present invention implemented 
as an address recognition card 10 coupled to a line 
card 12 by a backplane bus 14. The address recogni- 

20 tion card 1 0 comprises an address recognition engine 
100 coupled to a request/response F^M 101, a look- 
up database 300 and a table 102. The address rec- 
ognition engine 100 is also coupled to a bus interface 
103 for coupling to the backplane bus 14. As illustrat- 

25 ed in Fig. 1. the bus interface 103 also couples the 
RAM 101 to the bus 14. 

The line card 12 comprises a line interface 200 
coupled to each of a RAM 203 and a plurality of data 
transmission lines 202 and a processor 201 coupled 

30 to the RAM 203, a table 205 and a bus interface 204. 
The bus interface 204 is used to couple the processor 

201 to the backplane bus 14. The data transmission 
lines 202 are each adapted for coupling to a data 
transmission service used to transmit data packets in 

35 a computer network (not illustrated). The line inter- 
face 200 receives and transmits data packets to and 
from the data transmission lines, as will appear 

The backplane bus 14 comprises a high perfor- 
mance asynchronous bus operating with the bus in- 

40 terfaces 103, 204 according to the Futurebus IEEE 
Backplane Bus Specification (ANSE/IEEE Std 896.1) 
to provide communication services between the line 
card 12 and the address recognition card 10. 

The line interface 200 provides the physical and 

45 electrical connectivity to the data transmission lines 

202 for bit transmission. For example, the line inter- 
face 200 is coupled by a distribution pane! or adapter 
cable to RS232, RS422/449. V.35 or X.21 leased tel- 
ephone lines and is adapted to transmit and receive 

50 serial bits of a data packet according to the electrical 
and physical specification of the leased line. In addi- 
tion, the tine interface 200 formats the serially trans- 
mitted bits into data packets according to the data link 
protocol utilized in the respective transmission ser- 

55 vice, as for example one of the standard HDLC, LAPB 
or PPP data links. 

The processor 201 performs data link and net- 
work layer routing or bridging processing required 
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upon reception or for transmission of each data pack- 
et by the line interface 200 via the transmission lines 
202. The RAM 203 is utilized as a buffer memory be- 
tween the line interface 200 and the processor 201 
to store data packets. The RAM 203 can be divided 
into buffer sections with each section being dedicated 
for use as a buffer in connection with data packets re- 
ceived from or to be transmitted by one of the trans- 
mission lines 202. 

The network layer processing is performed by 
the processor 201 according to the network layer pro- 
tocols utilized in the computer network or networks 
coupled to the transmission lines, as for example, one 
of the OSI, IP and DECnet network protocols, the IS- 
IS muiti- protocol routing scheme and/or a bridging 
protocol. The processor 201 analyzes the format of 
each data packet to determine the network layer pro- 
tocol to be used for that data packet. For example, as 
described above, the header of a framed data packet 
includes an identification of the protocol used in the 
network coupled to the transmission line 202 where 
the data packet was received. The processor 201 
uses the protocol information as an index to the table 
205 to locate an index to a database specifier. The da- 
tabase specifier provides control information for the 
address recognition engine 100, as will be described 
below. 

The address recognition engine 100 provides a 
network information look-up service for the line card 
1 2. For each data packet received by the line card 12, 
the processor 201 extracts the network destination 
address and passes the address, together with the 
database specifier index as a "request" to the re- 
quest/response RAM 101. The address recognition 
engine 100 reads each request in the request/re- 
sponse RAM 1 01 and uses the database specifier in- 
dex and the address contained in the request as an 
index to the table 1 02 and database 300. respectively, 
for lookup of a corresponding entry. A portion of the 
corresponding entry is placed in the request/re- 
sponse RAM 101 as a "response" that is then read by 
the processor 201. The response includes network 
information that indicates which transmission line 202 
into get the data packet corresponding to the re- 
quest/response for transmission out of line card 12. 

The requests and responses are communicated 
between the line card 12 and the RAM 101 over the 
bus 14 using a device interlocking scheme imple- 
mented in the request/response RAM 101 . For exam- 
ple, an "ownership" interlock scheme is implemented 
in the RAM 101 so that the processor 201 will write a 
request into an addressed location of the RAM 101 
only when the processor 201 "owns" that location. 
The processor 201 relinquishes ownership once it 
writes a request into a particular, location. The ad- 
dress recognition engine 100 returns the ownership 
to the processor 201 after it has read the information 
in the particular location and proceeds to process the 



request. The processor 201 will not be able to write 
additional requests once it has relinquished owner- 
ship of all of its allocated locations until the address 
recognition engine 100 returns ownership for at least 
5 one location in the request/response RAM 101. 

Referring now to Fig. 2, there is illustrated a 
memory map for the look-up database 300 of the ad- 
dress recognition engine 100. As described above, 
-he address recognition engine 100 uses a network 
10 address that is stored in the request portion of an en- 
!:ry in the request/response RAM 101 as an index to 
' he database 300 to locate an entry in the database 
300. The entry in the database 300 contains the net- 
work information relating to the network address that 
15 is returned by the address recognition engine 100 to 
the request/response RAM 101 as a response. The 
processor 201 in the line card 1 2 utilizes the response 
to process the network information for transmission 
of the data packet to its intended destination. 
20 The database 300 is divided into a primary data- 

base 301 and a secondary database 302. The pri- 
mary database 301 comprises a multiway tree data 
structure (TRIE), as will be described below, wherein 
the network address is used to locate a pointer to an 
25 >ntry in the secondary database 302. The entry in the 
-econdary database 302 includes the network mfor- 
ation for the response. 

An example of a request 303 is shown in Fig. 3. 
le request 303 comprises a 16 bit network address 
30 ;03A and a database specifier index field 303B. 

The address recognition engine 100 maintains 
the table 102 as a look-up table for database specifi- 
ers used in the control of a look-up operation in the 
look-up database 300, as will be described below. 
35 The index field 303B in the request^nput to the ad- 
dress recognition engine 1 00 provides an index to the 
table 102 to locate a look-up database specif ler that 
is to be used in a current response look-up. 

The address recognition engine 100 reads the 
40 address 303A from the request/response RAM 101 
and processes the address 303A in groups of four 
bits Each group of four bits is referred to as a digit 
304. The primary database 301 comprises a plurality 
of nodes 305 linked to one another by node pointers 
45 306 with each node 305 being associated with a par- 
ticular value for a digit or sequence of digits of a net- 
work address. Generally, each node 305 comprises 
16 node pointer entries 306. one for each unique bit 
combination value of a four bit digit 304 that follows 
50 in sequence the digit or sequence of digits associated 
with the respective node 305 (2* equals 16. 0000 to 
1111), as shown in Fig. 4. 

The address recognition engine 100 will first ac- 
cess the primary database 301 using a root pointer 
55 address 308 that points to the root node 305A of the 
primary database 301. The root pointer address is 
identified in the database specifier being used by the 
address recognition engine 100, as will appear. The 
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root node 305A includes 16 node pointers 307. each 
including, for example, the address of one of the 
nodes associated with the digits having bits 0-3 equal 
to 0000 to 111 1 , respectively. The address recognition 
engine 100 will utilize the node pointer 307 associat- 
ed with the value of the bits 0-3 of the first digit 304 
that matches the value of the first digit of the network 
address being processed, for example bits 0-3 r?qual 
to 0000. to access the next node. 

In the example of Fig. 4. the node 305 assc -ited 
with the digit 304 including bits 0-3 equal to 00^ las 
16 node pointers 307, including a node point 307 
that is an address to a further node 305 assc vad 
with one of the values of the combination of t for 
the next digit 304 of the network address (biti --7), 
wherein bits 4-7 equal 0000 and so on. 

The primary database 301 is constructed '.n this 
manner so that each possible value for a digit 304 
(e.g. the digit comprising bits 0-3) is linked to every 
possible digit value in the sequence of digits 304 that 
can comprise a network address (e.g. the digits com- 
prising bits 4-7, 8-11 and 12-15) through the 16 node 
pointers 307 in each node 305. The address recogni- 
tion engine 100 will traverse the primary database 
301 from node to node via the node pointers 307 for 
the digit values that match the corresponding digit 
values of the network address being processec until 
alt of the digits have been matched. 

Each node 305 that points to a next node 305 in 
the sequence of digits of the network address (i.e. the 
nodes associated with the digits comprising bits 0-3, 
4-7 and 8-11 in this example) is called a transition 
node (i.e. a node that points to another node) The 
nodes associated with the digits comprising bits 12- 

15 are called termination nodes 305B since a match 
with bits 12-15 completes the match process for the 

1 6 bit network address of this example. Each termin- 
ation node 305B comprises 16 look-up match pointers 
309, one for each of the 1 6 possible values for the dig- 
it 304 comprising bits 12-15. Each look-up match 
pointer 309 comprises an address to an entry in the 
secondary database 302. 

In view of the sparsely populated address spaces 
frequently encountered in networks, the nodes 305 
are provided with prefix strings 310 to reduce the 
amount of memory space required for the primary da- 
tabase 301 and to decrease the search time. A 
sparsely populated space means that only a relatively 
few of the total number of bit values that can be rep- 
resented by an n bit network address actually form an 
address for a component in the network. A prefix 
string is a string of digits that is common to many ad- 
dresses. As should be understood, there will be a 
large number of common digits in a sparsely populat- 
ed address space. 

For example, a 16 bit network address can 
uniquely identify over 65,000 network components. 
However, the network utilizing the 1 6 bit address rr-ay 



only have 16 components, each of which can be 
uniquely identified by one of the 16 possible values 
of the lowest order digit of the address. This is an ex- 
ample of a sparsely populated address space and the 

5 values of the three higher order digits for all of the 16 
components may be the same. 

Thus, in this example, a prefix string can com- 
prise a string of the three higher order digits used for 
a comparison to the three higher order digits of a net- 

10 work address being processed in a single node 305. 
The use of prefix strings will minimize the total mem- 
ory space required to implement the primary data- 
base 301 since fewer total nodes 305 will be required 
to search a particular network address. The address 

15 recognition engine 100 will compare three digits of an 
address in the node 305 associated with the prefix 
string. An OSI network protocol address is 20 bytes 
long for a total of 40 digits. Certain high order digits, 
for example the 16 highest order digits of many ad- 

20 dresses in the network, may be the same for many 
components in a particular OSI network and these 
digit values can be stored as prefix strings in associ- 
ated nodes of the primary database for a single node 
comparison by the address recognition engine 100. 

25 Fig. 5 illustrates an exemplary data structure that 

can be used as a prefix string 310 in a node 305. The 
prefix string 310 is divided into four words 311. The 
first three words 311 each comprise five digits 304 
and three control bits designated as DIG_STR_CNT 

30 312 in bits 0-2 of the word. The control bits indicate 
which digits of the word are valid for comparison pur- 
poses, as will appear. The fourth word comprises two 
digits and an intermediate match pointer 313. 

The control bits DIG_STR_CNT 312 are used to 

35 make the prefix string 310 flexible so that the prefix 
string 31 0 can represent a string of from one to 1 7 dig- 
its, according to the address space population of the 
protocol used in a particular network. The 
DIG_STR_CNT bits 312 for a word 311 are interpret- 

40 ed by the address recognition engine 100, as follows: 
DIG_STR_CNT bits 312 equal 000: all five digits 
are valid and further digits in the next word 311 are 
also valid (the control for valid digits in the next word 
are contained in the DIG_STR_CNT bits. 312 for the 

45 next word); 

DIG_STR_CNT bits 312 equal 001-101: this is 
the last word of the string and the value of the 
DIG_STR_CNT bits indicates the number of valid dig- 
its in this word; 

50 DIG_STR_CNT bits 312 equal 110: all five digits 

are valid and the first digit of the next word is valid and 
the first digit of the next word is the last digit of the 
string; 

DIG_STR_CNT bits 312 equal 111: all five digits 
55 are valid and the first two digits of the next word are 
valid and the first two digits of the next word are the 
last digits of the string. 

The DIG_STR_CNT bits 312 are set and the dig- 
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its of a string are loaded into the prefix string structure 
310 of a node 305 to form a string of digits that the 
address recognition engine 100 can compare with the 
corresponding digits of the network address being 
processed. The digit in the address after the string is 
used as an index into node pointers for continuation 
of the traversal of the primary database 301 . For max- 
imum flexibility, each node 305 of the primary data- 
base 301 is provided with a prefix string data struc- 
ture 310 which is either used or not used depending 
on the address scheme used in a network. The inter- 
mediate match pointer 313 is used to locate an entry 
in the secondary database 302 for a best match loca- 
tion when an exact match cannot be found, as will be 
described below. 

Each node pointer 307 includes a next node ad- 
dress and control fields to control the traversal of the 
primary database 301 by the address recognition en- 
gine 100. An example of a node pointer 307 is shown in 
Fig, 6. An IDLCNT field 314 comprises five bits, a 
LOADJDI field 315 comprises one bit. a SAVE_RE- 
SULT field 316 comprises one bit. a NEXT_NODE field 
317 comprises 1 5 bits and a PTR_CTRL field 31 8 com- 
prises two bits. 

The NEXT_NODE field 31 7 contains the address 
for the next node 305 in the digit match traversal of 
the primary database 301. 

The SAVE_RESULT field 316 is used in best 
match routing. In certain routing protocols, it is nec- 
essary to find the best match for a network address 
when an exact match cannot be found via the nodes 
305 of the primary database 301. The SAVE_RE- 
SULT bit 316 is set in a node pointer 307 when a best 
match for an address is valid at the digit 304 of the ad- 
dress associated with the node 305 pointed to by the 
node pointer 307. When the SAVE_RESULT bit 316 
is set. the address recognition engine 100 saves the 
value of the NEXT_NODE field 317 in an internal reg- 
ister. The stored NEXT_NODE value is an address to 
a next node 305 whose intermediate match pointer 
313 is used as a pointer to the secondary database 
302 should a best match be necessary (i.e. upon con- 
tinuation of the traversal of the primary database 301 , 
when no exact match is found for the address being 
processed, the address recognition engine 100 uses 
the stored NEXT_NODE value to access the inter- 
mediate match pointer for access to the secondary 
database 302). 

In addition, certain network addresses are divid- 
ed into segments according to, e.g.. the IS-IS routing 
protocol. The International Organization for Standard- 
ization (ISO), for example, defines a hierarchial ad- 
dress structure comprising an initial domain part 
(IDP) and a domain specific part (DSP). The transition 
from the IDP portion to the DSP portion of an ISO for- 



matted address does not follow the tree structure of 
the primary database 301. 

Accordingly, the IDLCNT field 314 and the 
LOADJDI field 315 are used to redirect a traversal of 

5 the primary database 301 at the digit of an ISO ad- 
dress where the IDP portion ends. When the bit of the 
LOADJDI field 315 is set in a node 305, the IDLCNT 
field 314 will contain the number of digits from the 
current digit to the digit at the end of the IDP portion 

10 of the address. The address recognition engine 100 
will store the value in the IDLCNT field 314 (IDI 
count) and decrement the IDI count value for each 
subsequent node 305 until the value equals zero. At 
the node where the IDI count equals zero, the ad- 

75 dress recognition engine 1 00 will move to a next node 
305 using an address stored in a DSP pointer 307A 
provided at the node 305 (see Fig. 4). The DSP poin- 
ter 307A points to a node that continues the traversal 
for an ISO address. 

20 When the bit of the LOADJDI field 315 is not set, 

and a preselected one of the bits in the IDLCNT field 
314 is set. this will be interpreted as an Area Match 
(AM) bit set. Certain protocols, e.g. the DECnet/OSI 
and DECnet/Phase IV protocols, define an area ad- 

25 dress. When the AM bit is set on a node 305. this in- 
dicates that the end of an area address is valid at this 
digit. The continuation of the traversal of the primary 
database 301 after encountering a node 308 having 
a set AM bit will be described below. 

30 The bits of the PTR_CTRL field 318 provides the 

address recognition engine 100 with information on 
the next node 305 pointed to by the NEXT_NODE 
field 317. The bits of the PTR_CTRL field 318 are in- 
terpreted, as follows: 

35 PTR_CTRL bits equal 00: the next node does not 

contain a prefix string; as described above, each 
node is provided with a prefix string structure, when 
the PTR_CTRLbits are 00, the prefix string structure 
of the next node is not used and the 00 bits tell the 

40 address recognition engine 100 to ignore the struc- 
ture in the next node; 

PTR_CTRL bits equal 01 : the next node contains 
a prefix string, accordingly, the address recognition 
engine 100 will compare the corresponding digits of 

45 the address being processed to the valid digits of the 
string, as indicated by the DIG_STR_CNT bits 312 of 
the prefix string 310; 

PTR_CTRL bits equal 10: the next node is a "pad- 
ding" entry, this tells the address recognition engine 

50 1 00 to reuse the current node 305 because padding 
digits exist in the address, the padding digits are strip- 
ped from the address and the traversal cQnttnues^ 
the NEXT_NODE field 317 is ignored: 

PTR__CTRL bits equal 11: the pointer icidtcates a 

55 look-up-fail, the pointer indicates that the mermedi- 



^The IDI field of the IDP portion of an OS! standard address is right justified and padded to fill the fixed r^- Hth o 
the field. The padding digits are looped back to the cunrent node 305 using the padding pomters. 
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ate match pointer saved from the node where the 
SAVE_RESULT bit was set should now be used to ac- 
cess the secondary database, the NEXT_NODE field 
317 is ignored. 

When a termination node 305B is reached, the 
address recognition engine 100 will access the sec- 
ondary database 302 with the appropriate look-up 
match pointer 309. The address recognition engine 
100 will retrieve information from a corresponding 
secondary database entry according to control bits of 
the look-up database specifier indicated by the look- 
up type field 3038 of the respective request, as will 
appear. If the PTR_CTRL bits of the node pointer 307 
to the termination node 305B indicate that the termin- 
ation node contains a string, then the address recog- 
nition engine 100 must compare the remaining digits 
of an address being processed with the string. If a 
match occurs, the corresponding look-up match poin- 
ter 309 of the termination node 305 is used to access 
the secondary database 302. If there is no match or 
if there are less digits remaining in the address than 
in the string, then the intermediate match pointer 
saved from the node 305 where the SAVE_RESULT 
bit was set is used to access the secondary database 
302. 

Referring now to Fig. 7, there is illustrated an ex- 
emplary format for a secondary database entry 400. 
There are three types of secondary database entries 
400: a common block 401 , a path split block 402 and 
an adjacency block 403. Each common block 401 is 
linked to a path split block 402. There are an equal 
number of common, path split and adjacency blocks 
401, 402, 403 in the secondary database 302. There 
is no direct relationship between each linked common 
block/path split block and the adjacency blocks. Each 
of the common and adjacency blocks 401, 402 con- 
tains information to be returned by the address rec- 
ognition engine 100 as a response to the request/re- 
sponse RAM 101. 

Each common block 401 is eight words long. The 
first three words 401 A are used to maintain ageing 
and learning information required when the destina- 
tion of a data packet is reached using a bridge, as will 
be described beiow. The remaining five words 401 B 
are uncommitted and are used to store any informa- 
tion that may be required for return in a response, as 
for example routing information for OSI or DECnet 
network protocols, etc. Each of the look-up match 
309 and intermediate look-up 313 pointers of the pri- 
mary database 301 index a corresponding common 
block 401. 

Each path split block 402 is linked to a respective 
common block 401 and comprises a group of four 
pointers used to select an adjacency block 403 for use 
in a current response. 

Each adjacency block 403 is four words long. The 
words of each adjacency block 403 also contain infor- 
mation that may be required in a response. Succes- 



sive look-up's to the same common block 401 of the 
secondary database 302 may each return informa- 
tion from a different adjacency block 403 depending 
upon the path splitting operation. 

5 Each path split block 402 includes a NUM_ 

PATHS field 404 comprising two bits, a LAST_PATH 
field 405 comprising two bits and four adjacency 
block pointers 406. each comprising 1 5 bits designat- 
ed ADJ_PTR_0 to ADJ_PTR__3, respectively. Each 

10 adjacency block pointer 406 points to a respective ad- 
jacency block 403. The bits of the NUM_PATHS field 
404 are interpreted by the address recognition engine 
1 00, as follows: 

NUM_PATHS bits equal 00: one adjacency 

15 block only is accessed through the path split block 
402, as indicated by ADJ_PTR_0; 

NUM_PATHS bits equal 01: one of two differ- 
ent adjacency blocks is accessed through the path 
split block 402. as indicated by either ADJ_PTR_0 or 

20 ADJ_PTR_1 ; 

NUM_PATHS bits equal 10: one of three differ- 
ent adjacency blocks is accessed through the path 
split block 402, as indicated by one of AD J_PTR_0 to 
ADJ_PTR_2; 

25 NUM_PATHS bits equal 11: one of four differ- 

ent adjacency blocks is accessed through the path 
split block 402. as indicated by one of ADJ_PTR_0 to 
ADJ_PTR_3. 

The LAST_PATH field 405 indicates the number 

30 of the adjacency block pointer 406 to use during a cur- 
rent retrieval of information from the secondary data- 
base 302 for a response. The bits of the LAST_PATH 
field 405 are interpreted by the address recognition 
engine 100, as follows: 

35 l_AST_PATH bits equal 00: utilize ADJ_PTR_0 

for the current response; 

LAST_PATH bits equal 01: utilize ADJ_PTR_1 for 
the current response; 

LAST_PATH bits equal 10: utilize ADJ_PTR_2 for 

40 the current response; 

LAST_PATH bits equal 11: utilize ADJ_PTR_3 for 
the current response. 

Each time the address recognition engine 100 
enters a path split block 402, it increments the 

45 LAST_PATH field 405. If the value of the bits in the 
LAST_PATH field 405 exceeds the value of the bits in 
the NUM_PATHS field 404 of the path split block 402. 
then the UVST_PATH field 405 is set to zero. Thus, the 
value of the bits in the UVST_PATH field 405 cycles 

50 from 0 to the value of the bits in the NUM_PATHS 
field 404 of the path split block 402. 

The path splitting operation provided by the path 
splitting block 402 provides automatic control of rout- 
ing information chang s that may be desired m a par- 

55 ticular routing protocol on successive tr;^f^siniSsions 
of data packets to a particular network ao-.Jress. The 
NUM_PATHS and LAST_PATH fields 40-i can be 
utilized to set a number of different adjar- - '-v blocks 
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to be accessed on successive reads of a particular 
common block 401 and to control which adjacency 
block is read during a current common block read. 

Referring now to Fig. 8, there is shown an exem- 
plary format for a look-up database specifier 500. As 
discussed above, the address recognition engine 100 
maintains a table 102 of look-up database specifiers 
500, e.g. 24 look-up database specifiers 500. In proc- 
essing a specific request, the address recognition en- 
gine 100 proceeds to traverse the primary database 
301 and retrieve information from the secondary da- 
tabase 302 according to control bits set in a particular 
look-up database specifier 500 indicated by the proc- 
essor 201 in the look-up type field 303B of the re- 
quest 303 (see Fig. 3). Different protocols require dif- 
ferent address formats and other items, such as pro- 
tocol class, that may be stored in the common block 
401 and related adjacency blocks 403 of the second- 
ary database entry 400 pointed to in the processing 
of a particular request. The look-up database speci- 
fiers provide a mechanism for controlling what infor- 
mation is returned in a response. 

Each look-up database specifier 500 comprises six 
fields: an argument length field (ARG_LENGTH) 501 
comprising 6 bits, a root database TRIE field 
(ROOT_TRIE) 502 comprising five bits, an area match 
count field (AM_CNT) 503 comprising six bits, an area 
match root database TRIE field 504 (AM_TRIE) com- 
prising five bits, a look-up control bits field 505 includ- 
ing a preselected number of look-up control bits, and 
a secondary database mask (SDB_MASK) 506 com- 
prising 31 bits. 

The argument length field 501 indicates the num- 
ber of digits in the address portion 303Aof a particular 
request 303 (see Fig. 3). As discussed above, the net- 
work addresses written as requests into the re- 
quest/response RAM 101 can be fixed length or vary 
in length, depending upon the network protocol asso- 
ciated with each particular address. 

The root database TRIE field 502 specifies which 
root transition node is to be used in the primary data- 
base 301. The primary database 301 can be imple- 
mented with a plurality of roots, each used to com- 
mence a search for a secondary database look-up 
match pointer 309. Thus, the number set in the 
ROOT_TRIE field 502 is used by the address recog- 
nition engine 100 to determine at which root the 
search should begin. 

The area match count field 503 indicates the 
number of remaining digits beyond the digit indicated 
by a set AM bit to complete an area, as described 
above, for an area transition within the primary data- 
base 301. The area match root TRIE field 504 indi- 
cates the root node 305 of the primary database 301 
to be used for the remaining area-match-count digits 
of the address. 

If the AM bit is set in a node pointer 307 and the 
number of digits remaining in an address being proc- 



essed equals the value in the area match count field 
503 of the look-up database specifier 500 indicated 
in the request 303, then a transition is made to the 
root node specified by the area match root TRIE field 

5 504 of that look-up database specifier 500. The next 
digit of the address being processed is used for 
matching in the specified root node. If the number of 
remaining digits is not equal to the area match count 
value or if the AM bit is not set in a node pointer 307, 

10 then the next digit is looked up in the node pointed to 
by NEXT_NODE field 317 of the node pointer 307. 

The look-up control bits field 505 can include va- 
rious bits used to control the operation of the address 
recognition engine 100 during a look-up operation. 

15 For example, a look-up disable bit can be provided to 
disable a look-up type specified by the associated 
look-up database specifier 500. When set, an error is 
returned if the associated look-up database specifier 
500 is indicated in the look-up type field 303B of a re- 

20 quest. 

The address recognition engine of the present in- 
vention is adapted to support both routing and bridg- 
ing protocols. As described above, each common 
block 401 includes three words 401A reserved for 

25 ageing and learning information necessary for the im- 
plementation of a bridging protocol. A port learning 
and ageing bit is included in the look-up control bits 
field 505 to indicate to the address recognition engine 
100 that a particular network destination address re- 

30 quires a bridging operation to transfer the respective 
data packet. When the port learning and ageing bit is 
set in a look-up database specifier 500, the following 
learning and ageing functions are performed by the 
address recognition engine 100. 

35 The address recognition engine 100 reads the 

first word 401 A of the common block 401 for an up- 
date mask 408 comprising 16 bits. Each bit of the up- 
date mask 408 corresponds to, e.g., one of the ports 
in the line card 12 that can be a source port in a 

40 bridge. For each port whose corresponding bit is set 
in the mask 408, a learning operation is performed. 
The processor 201 will include a bit number in each 
request to specify a particular bit in the mask 408 re- 
lating to a bridging address. The address recognition 

45 engine 1 00 will determine if the bit for the port number 
specified by the processor 201 in the request is set 
in the mask 408. If the specified bit is not set, learning 
is not performed by the address recognition engine 
100 for that port. However, a timer override bit 408 is 

50 provided in the first word 401 A. When each of the 
timer override and port learning and ageing bits are 
set, the address recognition engine 100 will perform 
the ageing function in respect of the common block 
401. 

55 Upon entry to the common block 401 for a bridg- 

ing address, the address recognition engine 100 
clears a bridging access timer 410 in the second word 
401 A to zero and sets a timer alive bit 411, also in the 
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second word 401 A. The timer field comprises 20 bits. 
As a background operation, the address recognition 
engine 1 00 polls each common block 401 having a set 
timer alive bit 411. e.g. once each second, and incre- 
ments the value in the timer field 410. 

The address recognition engine 100 maintains an 
ageing time-out value which is compared to the incre- 
mented value in the timerfield 410. If the incremented 
value in the timer field 410 is larger than the ageing 
time-out value, then the timer alive bit 411 is cleared 
to indicate that the bridging information in the corre- 
sponding common block 401 has aged out, as under- 
stood by the bridging protocol. 

The second word 401 A also includes a timer dis- 
able bit 41 2. When the timer disable bit 41 2 is set. the 
timer field 410 is not incremented- The timer disable 
bit 41 2 is set in any common block 401 for which age- 
ing is not to be performed. If both the timer disable bit 
412 and timer alive bit 411 are set. this maintains the 
common block 401 as "permanently alive". 

The third word 401Aof the common block 401 in- 
cludes a port number field 413 and a last seen field 
414 used for source port learning. When the port 
learning and ageing bit is set and the learning oper- 
ation is being performed (as indicated by the appro- 
priate bit in the update mask 408). the address rec- 
ognition engine 100 will write the source port number 
for a data packet into the port number field 413. The 
source port number is also written into the last seen 
field 414, whether or not the learning operation Is be- 
ing performed. 

The look-up control bits field 505 can also include 
an enable adjacency set-on-access bit to indicate to 
the address recognition engine 100 that a set-on-ac- 
cess (A_SOA) bit 415 (provided in each adjacency 
block 403, see Fig. 7) be set when the address rec- 
ognition engine 100 reads an adjacency block 403. 
The set-on-access bit 415 supports the address re- 
solution protocol cache requirements of the IP net- 
work protocol. The cache requirements of the IP pro- 
tocol can be implemented in the processor 201 of the 
line card 12. Aset A_SOA bit 41 5 indicates to the proc- 
essor 201 that the respective adjacency block 403 
has been used in a routing operation. 

The secondary database mask (SDB_MASK) 
506 of each look-up database specifier 500 is used to 
select which bytes of data stored in the five longwords 
401 B of a common block 401 and the four longwords 
of a related adjacency block 403 are to be returned to 
the processor 201 in a particular response. 

The first 1 9 bits of the mask 506 determine which 
bytes of the common block 401 are returned. Each 
byte of the common blocks 401 corresponds to one 
of the 19 bits. If the corresponding bit of the mask 506 
is set, the byte is returned in the response. Similarly, 
the next 1 2 bits are used to determine which bytes of 
the adjacency block 403 are returned In the re- 
sponse, as a function of which of the 12 bits are set. 



If all of the adjacency bits of the mask 506 are zero 
and the enable adjacency set-on-access bit of the 
look-up control bits field 505 Is not set. then the path 
split adjacency block pointers 406 are not used and 

5 the LAST_PATH field 405 is not incremented. 

The various control bits of the prefix string data 
structures 310, the node pointers 307, the path split 
blocks 402 and the look-up database specifiers 500 
provide maximum flexibility In the control of the tra- 

10 versal of the primary database 301 and the retrieval 
of routing or bridging information from the secondary 
database 302. The control bit arrangement of the ad- 
dress recognition engine 100 builds in device compa- 
tibility to accommodate the varying requirements of 

15 dissimilar routing and bridging protocols in a single 
memory structure that can provide a centralized re- 
source to several components performing bridging or 
routing operations in a computer network. 

20 

Claims 

1. An address recognition apparatus, which com- 
prises: 

25 an address recognition engine (100) 

adapted to receive as an input a network ad- 
dress; 

a network Information look-up database 
(300) coupled to the address recognition engine; 
30 the network information look-up database 

(300) comprising a plurality of entries, each one 
of the plurality of entries containing network in- 
formation relating to a corresponding network 
address; 

35 the address recognition engine operating 

to use a network address input thereto as a look- 
up index to the lookup database for access to and 
retrieval of a corresponding one of the entries; 
the network Information look-up database 

40 comprising a primary database (301) and a sec- 

ondary database, (302) the plurality of entries 
(400) being arranged in the secondary database, 
the primary database comprising a plurality of 
linked nodes (305) for matching to preselected 

45 portions of a network address used as a look-up 

index so that the index input to the primary data- 
base traverses the linked nodes according to 
matches (309) among linked nodes as a function 
of a sequence of the preselected portions of the 

50 network address to locate a secondary database 

pointer to one of the entries of the secondary da- 
tabase; 

th address recognition engine using the 
located secondary database pointer to access 
55 and retrieve the corr spending one of the entries 

from the secondary database (302). 

2. The apparatus of claim 1 wher in the primary da- 
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tabase comprises a database having a multiway 
tree node (TRIE) structure, wherein the network 
address comprises an n-bit field; and 
wherein the address recognition- engine seg- 
ments the n-bit address into a plurality of m-bit 5 
digits for traversal through the primary database, 
each m-bit digit having one of 2"^ distinct values. 

The apparatus of claim 2, wherein the plurality of 
linked nodes includes at least one set of transition io 
nodes and a set of termination nodes linked to 
each one of the at least one set of transition 
nodes, each of the at least one set of transition 
nodes being linked to a root node and each of the 
at least one root node and each node of the at 15 
least one set of transition nodes includes 2"" node 
pointers for linking to subsequent nodes, each 
one of the node pointers of one of the root and 
transition nodes corresponds to one of the 2"" dis- 
tinct values and points to a subsequent one of one 20 
of the at least one set of transition nodes and the 
linked set of termination nodes, each one of the 
termination nodes includes 2*" secondary data- 
base pointers, each one of the secondary data- 
base pointers of one of the termination nodes 25 
corresponds to one of the 2"" distinct values and 
points to one of the entries of the secondary da- 
tabase, the digits of the network address being 
matched, one at a time, in a preselected se- 
quence of digits, to a corresponding sequence of 30 
linked node pointers of a root node and subse- 
quent transition nodes to traverse the primary da- 
tabase to one of the termination nodes, wherein 
each of the node pointers further comprises con- 
trol information for use by the address recogni- 35 
tion engine to redirect traversal of the primary da- 
tabase at a preselected one of the digits, wherein 
each of the transition nodes includes a 2"" +1 
node pointer, and the control information in- 
cludes an IDI_CNT field and a LOADJDI field; 40 
the LOADJDI field representing one of a set 
state and a clear state, the set state indicating to 
the address recognition engine that the traversal 
of the primary database is to be redirected at a 
preselected one of the digits and the clear state 45 
indicating to the address recognition engine that 
traversal of the primary database is to continue 
without redirection, the IDLCNT field contains an 
integer that indicates to the address recognition 
engine the preselected one of the digits at which 50 
the traversal is to be redirected; 
the 2"" +1 node pointer points to another one of 
the set of transition nodes for redirection of tra- 
versal by the address recognition engine when a 
digit to be matched at the respective transition =^5 
node is a preselected one of the digits as indicat- 
ed in an IDLCNT field of a previous transitior^ 
node. 



4. The apparatus of claim 3. wherein the control in- 
formation includes an area match information 
field, the area match information field represent- 
ing a set state and a clear state, the set state in- 
dicating to the address recognition engine that 
the traversal of the primary database is to be re- 
directed at a preselected one of the digits and the 
clear state indicating to the address recognition 
engine that the traversal of the primary database 
is to continue without redirection; and wherein 
the address recognition engine includes a set of 
database specifiers, each of the database speci- 
fiers including control information for redirecting 
the traversal of the primary database when the 
area match information in one of the node poin- 
ters matching a digit of the network address is in 
the set state; 

the address recognition engine being controlled 
to select one of the database specifiers prior to 
input of an index to the primary database, where- 
in the control information of each one of the da- 
tabase specifiers includes an area match count 
field and an area match root field, each area 
match count field indicates to the address recog- 
nition engine the preselected one of the digits at 
which a redirection of traversal of the primary da- 
tabase is to occur when the area match informa- 
tion at any one digit of the index is in the set state, 
and each area match root field indicates to the 
address recognition engine a preselected node of 
the primary database where the traversal of the 
primary database is to continue for remaining 
subsequent digits of the index. 

5. The apparatus of claim 3. wherein each one of the 
transition nodes includes an intermediate sec- 
ondary database pointer for use by the address 
recognition engine for a best match result; and 
wherein each one of the node pointers further 
comprises a SAVE_RESULT field representing 
one of a set state and a clear state, the set state 
indicating to the address recognition engine that 
an intermediate secondary database pointer of a 
preselected transition node is to be used as a best 
match result, wherein the preselected transition 
node is a transition node pointed to by a node 
pointer having a SAVE_RESULT field in the set 
state, wherein each node pointer further compris- 
es a PTR_CTRL field to indicate when there is a 
look-up-fail-use-best-match-result to the ad- 
dress recognition engine so that the address rec- 
ognition engine then uses the intermediate sec- 
ondary database pointer of the preselected tran- 
sition node indicated by the SAVE_RESULT field 
in the set state, for access to and retrieval of an 
entry of the secondary database. 

6. The apparatus of claim 3, wherein each one of 
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preselected ones of the plurality of linked nodes 
includes a controllably variable string structure 
for controllably matching a preselected number of 
digits of a request at the one node-of the primary 
database, wherein each string structure compris- 5 
es at least one word and a control field, each one 
of the at least one word being segmented into x 
m-bit digits, and the control field indicating to the 
address recognition engine a set of the x m-bit 
digits that are valid for use as a string of digits for to 
matching to corresponding digits of an index, 
wherein each node pointer further comprises a 
PTR_CTRL field to indicate to the address recog- 
nition engine whether the controllably variable 
string structure of a node pointed to by the re- ts 
spective node pointer is to be used in a match 
with digits of an index, wherein the at least one 
word comprises a plurality of words and a control 
field for each one of the plurality of words. 

20 

7. An address recognition apparatus, which com- 
prises: 

an address recognition engine adapted to 
receive as an input a network address; 

a network information look-up database 25 
coupled to the address recognition engine; 

the network information look-up database 
comprising a plurality of entries; 

the plurality of entries comprising a first 
set of entries and a second set of entries; 30 

the address recognition engine operating 
to use a network address input thereto as a look- 
up index to the lookup database for access to and 
retrieval of a corresponding one of the first set of 
the entries; 35 

each one of the first set of entries compris- 
ing a common block containing network informa- 
tion relating to the network address used to lo- 
cate the corresponding one of the first set of en- 
tries; 40 

each one of the second set of entries com- 
prising an adjacency block containing additional 
network information relating to network informa- 
tion contained in the common blocks; and 

a set of path split blocks; 45 

each one of the set of path split blocks be- 
ing linked to one of the common blocks; 

each one of the set of path split blocks 
comprising a set of adjacency block pointers, 
each arranged to point to a preselected one of t he so 
set of adjacency blocks for controllably linking t he 
respective common block to a preselected set of 
adjacency blocks. 



a network information look-up database 
coupled to the address recognition engine; 

the network information look-up database 
comprising a plurality of entries; 

the address recognition engine operating 
to use a network address input thereto as a look- 
up index to the lookup database for access to and 
retrieval of a corresponding one of the entries; 

each one of the entries comprising a com- 
mon block containing network information relat- 
ing to the network address used to locate the cor- 
responding one of the entries; 

each one of the common blocks including 
a bridging information field; and wherein the ad- 
dress recognition engine is controlled to perform 
a bridging operation to read and write bridging in- 
formation from and to the bridging information 
field. 

9. An address recognition apparatus, which com- 
prises: 

an address recognition engine adapted to 
receive as an input a network address; 

a network information look-up database 
coupled to the address recognition engine; 

the network Information look-up database 
comprising a plurality of entries; 

the address recognition engine operating 
to use a network address input thereto as a look- 
up index to the lookup database for access to and 
retrieval of a corresponding one of the entries; 

each one of the entries comprising a com- 
mon block containing network information relat- 
ing to the network address used to locate the cor- 
responding one of the entries; 

a set of database specifiers, each of the 
database specifiers including an information 
mask to indicate to the address recognition en- 
gine preselected portions of the network infor- 
mation contained in the respective one of the en- 
tries, to be returned in a look-up operation using 
the index; and 

the address recognition engine being con- 
trolled to select one of the database specifiers 
prior to input of an index to the look-up database. 



8. An address recognition apparatus, which com- 
prises: 

an address recognition engine adapted 
receive as an input a network address; 
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(54) Address recognition engine. 

(g) The present invention is directed to an ad- 
dress recognition apparatus including an ad- 
dress recognition engine coupled to a look-up 
database. The look-up database is arranged to 
store network information relating to network 
addresses. The look-up database includes a 
primary database and a secondary database. 
The address recognition engine accepts as an 
input a network address for which network 
information is required. The address recogni- 
tion engine uses the network address as an 
index to the primary database. The primary 
database comprises a multiway tree node struc- 
ture (TRIE) arranged for traversal of the nodes 
as a function of preselected segments of the 
network address and in a fixed sequence of the 
segments to locate a pointer to an entry in the 
secondary database. The entry in the secondary 
database pointed to by the primary database 
pointer contains the network information conre- 
sponding to the network address. The address 
recognition engine includes a table for stonng a 
plurality of database specifiers. Each c' -^e 
database specifiers contains control * -r- 
mation for the traversal of the primar. = '-J 
secondary databases. In addition, each ' ' *^ 



nodes in the primary database and each of the 
entries in the secondary database is provided 
with control data structures that are program- 
mable to control the traversal of the database 
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